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The Department of Health and Human Services (HHS) Office of Civil Rights (OCR) published the final
privacy and security regulations (the Final Rule) under the Health Insurance Portability and
Accountability Act of 1996 (HIPAA) on January 25, 2013. The Final Rule implements the changes required
by the Health Information Technology for Economic and Clinical Health (HITECH) Act of 2009.

In Brief
Group health plans which generate Protected Health Information (PHI), whether in hard copy or
electronically, must take note of the key points in this Benefit Trends. One of the mandates contained in
the HITECH amendments is an instruction to the OCR to conduct HIPAA compliance audits. In fact, OCR
is out there, conducting random and extensive HIPAA Privacy and Security audits, as we speak. These
final regulations become effective on March 26, 2013 with compliance required by September 23, 2013.
This Final Rule is applicable mostly to plan sponsors of self-insured group health plans, including medical
plans, some dental and vision plans, health flexible spending accounts, and health reimbursement
arrangements and certain employee assistance programs, as well as those sponsoring onsite medical
clinics or using data warehousing in conjunction with their group health plans. In general, employers
with insured group health plans that don’t have access to PHI will have only limited HIPAA obligations.
Due to the importance of this Final Rule, we have prepared a detailed, albeit lengthy, review of the
HIPAA Rules as a refresher. This Final Rule applies generally to “covered entities” (i.e. group health
plans, providers (e.g. labs, doctors, etc.) and certain clearinghouses. For purposes of this Benefit Trends,
we are talking about covered entities that are group health plans.

Legislative History
Over the years, the HHS has published numerous regulations for the purpose of protecting the
confidentiality of personal health information in the group health plan setting:


Privacy Rules. In 2003, group health plans with premiums/receipts in excess of $5 million (2004
for health plans with less than $5 million) became subject to a significant set of regulations
(Privacy Rules) applying to the protection of oral, written, and electronic PHI.



Security Rules. In 2005, large group health plans become subject to an additional set of rules
(Security Rules) which apply solely to electronic Protected Health Information (ePHI). Small
group health plans became subject to these rules as of 2006 in the event they maintain or
transmit ePHI.



HITECH Act. In 2009, the HITECH Act extended certain HIPAA provisions and penalties to group
health plans’ business associates (i.e., brokers, benefits consultants, TPAs, actuaries, attorneys,
CPAs, etc.). The HITECH Act also added new breach notification requirements, individual privacy
rights, and increased penalties for HIPAA violations.



GINA. Also in 2009, GINA added privacy requirements related to genetic information.

The Basic Definition
In review, PHI is individually identifiable health information regarding medical conditions (past, present,
future), including payment or treatment history, generated by a health plan, provider, or clearinghouse.
PHI includes information provided on paper, orally, or by electronic media, including:


Claims experience reports with names, social security numbers, diagnosis, etc.;



Explanation of Benefits (EOB);



Physician/hospital bills for services rendered to a plan participant;



Verbal or written information on an individual’s claim or treatment; and,



Medical, (dental, vision) or mental health medical files and records.

Not everything with medical information is protected by HIPAA’s Rules. Here are some examples of what
is not protected:


Information required for Workers’ Compensation;



Rules on eligibility for benefits coverage (waiting periods, benefits offered to different classes of
employees, contribution information);



Plan design questions;



Summary health information (de-identified data, aggregated claims experience, etc.); and,



Employer uses such as FMLA, return to work, fitness, drug testing, etc.

The Final Rule’s Focus on Business Associates
The HHS announcement of the Final Rule explains that some of the largest breaches reported have
involved business associates of covered entities (including group health plans). The Final Rule attempts
to address this issue by making business associates and their subcontractors directly liable for certain
HIPAA violations. The Final Rule also expands the definition of “business associate” to include any entity
(or individual) that “creates, receives, maintains, or transmits” PHI or ePHI on behalf of a group health
plan. The prior definition focused on use or disclosure, prompting some service providers that did not
regularly access PHI to reject business associate status.

The Expanded Definition of “Business Associate”
The expansion of the definition “business associate” reflects the narrowing of the “conduit exception”,
which, as a result of the Final Rule, is now limited to “entities providing mere courier services, such as the
U.S. Postal Service or United Parcel Service and their electronic equivalents, such as internet service
providers (ISPs) providing mere data transmission services.” This change has particular importance for
entities newly defined as business associates, such as document storage and shredding companies that
“maintain” PHI or ePHI. In addition, data transmission providers, such as Health Information
Organizations or E-prescribing Gateways that require routine access to ePHI are also considered
“business associates” under the Final Rule. Business associates of health plans may now include:


Subcontractors of another one of the plan’s business associate who also create, receive,
maintain or transmit PHI;



Entities providing data transmission services that access the PHI “on a routine basis” (i.e. a
Health Information Organization that manages the exchange of PHI through a network on behalf
of group health plans;



Document and data storage organizations that maintain PHI for a group health plan;



Personal health record vendors that provide and manage personal health records on behalf of
group health plans except those that offer the records directly to the protected individuals; and,



Financial institutions who act as lenders to the health care industry, such as those that routinely
access account receivable documents containing PHI in connection with the provision of working
capital financing to a health care provider.

New Responsibilities for Business Associates
Historically, business associates only were liable to the extent of the terms spelled out in their BAAs. The
Final Rule adopts the HITECH Act’s provisions that statutorily impose direct liability on business
associates for failure to comply with HIPAA, regardless of what the BAA says. Additionally, the business
associate is now responsible for the failure of its agents or subcontractors who fail to comply with the
following rules:


Security Rules. Following all requirements of HIPAA’s Security Rule, such as: conducting risk
analyses, designating privacy and security officers, implementing required security policies and
procedures, implementing technical security measures and facility access controls, conducting
security awareness and training programs for staff, and adopting a contingency plan.



Privacy Rules. Adhering to Privacy Rule obligations, such as:
o

Limiting uses or disclosures of PHI to only those provided for within their BAA or
permitted or required under HIPAA;

o

Limiting permissible disclosures or requests for disclosures of PHI to the minimum
necessary; and,

o

Providing an accounting of disclosures.



Recordkeeping. Maintaining compliance records and submitting reports to HHS when required.



Obligations in the Event of a Breach. Providing breach notifications to group health plans upon
discovery of a privacy or security breach as defined under HIPAA, and performing any required
risk assessments.



Additionally, a business associate, its agents, and subcontractors must now comply with the
following new rules:

o

Providing access to group health plans and protected individuals to PHI kept in a
designated record set;

o

Providing PHI to HHS to demonstrate compliance during investigations; and,

o

Entering into business associate agreements with subcontractors that comply with the
provisions governing business associate agreements between group health plans and
business associates.

Subcontractor’s Obligations in the Event of a Breach
Under the Final Rule, business associates are also now required to enter into BAAs with their
subcontractors (subcontractors are required to enter into BAAs with their own subcontractors, and so
on). Group health plans are not required to enter into BAAs with their business associates’
subcontractors.

The HHS’s Model BAA
Also on January 25, 2013, HHS released a newly updated version of its sample BAA which includes
provisions required by the Final Rule. While the HHS sample BAA is helpful for review, group health
plans should note that it is not recommended that they use it without modifications and review of state
law.
Group health plans must execute amended and reinstated BAAs with current business associates and
new BAAs with newly-defined business associates in compliance with the Final Rule.


Current BAAs. Group health plans with BAAs in effect prior to January 25, 2013 have an extra
year to amend those BAAs (until September 23, 2014). This transitional relief is applicable only
to BAAs, as the parties must comply with requirements of the Final Rule by September 23, 2013.



New BAAs. Group health plans should have new BAAs entered into on or after January 25, 2013
in place and up to date with the Final Rule’s provisions no later than September 23, 2013.

Modifying the NOPP
In 2004, the Final Privacy Regulations under HIPAA required health plans with access to PHI to provide
all plan participants with an initial NOPP and a Notice of the Availability of the NOPP once every three
years thereafter. The NOPP describes the uses and disclosures of PHI permitted to be made by a group
health plan, the group health plan’s duties and privacy practices with respect to PHI and the individual’s
rights with respect to their PHI.

The Modifications
These modifications are described below:


Uses and disclosures requiring authorization. The NOPP must be revised to include a statement
that the following requires an authorization: (i) most uses and disclosures of psychotherapy
notes, (ii) uses and disclosures of PHI for marketing purposes, and (iii) disclosures that constitute
a sale of PHI.



Fundraising. If a covered entity (usually a provider) intends to contact an individual for
fundraising purposes, the NOPP must include a statement notifying the individual of that fact
and that the individual has a right to opt out of receiving such communications.



Genetic information. If a health plan (other than certain issuers of long-term care policies)
intends to use or disclose PHI for underwriting purposes, the NOPP must include a statement
that the health plan is prohibited from using or disclosing PHI that is genetic information of an
individual for such purposes.



Unsecured PHI Breaches. The NOPP must include a statement that the group health plan is
required by law to notify individuals following a breach of Unsecured PHI.

NOPP Distribution Deadline
The Final Rule requires group health plans to distribute revised NOPPs, or notice of the material
changes, as follows:


For a health plan that posts its notice on its web site, the plan must prominently post the
material changes to the NOPP, or the revised NOPP, on its web site by the effective date of the
revised notice (which will be September 23, 2013 in most cases) and provide the revised NOPP,
or information about the material changes and how to receive the revised NOPP, in its next
annual mailing to individuals then covered by the plan.



For a health plan that does not post its notice on its web site, the plan must provide the revised
NOPP, or information about the material changes and how to receive the revised NOPP, to
individuals then covered by the plan within 60 days of the material revision to the notice.

As under existing law, group health plans also have the option to distribute their revised NOPPs or
notices of material changes by email, provided the individual has agreed to receive an electronic copy of
the revised NOPPs or material change notices.

Special Communication Requirements
Finally, in general, group health plans are required to take steps necessary to ensure effective
communication with individuals with disabilities with respect to the revised NOPPs. This could include
making the revised NOPP available in alternative formats, such as Braille, large print or audio. Some
group health plans may also be required to take reasonable steps to ensure meaningful access for
Limited English Proficient persons, which could mean that the group health plan is required to translate
the NOPP into frequently encountered languages.

Incorporating GINA
The regulations prohibit health plans from using or disclosing “genetic information” for underwriting
purposes. For example, a health plan may not use or disclose genetic information for determining
eligibility, coverage, or payments under the plan. An exception allows use for determining medical
appropriateness of a treatment.

Breach Notification Definition
The Final Rule changes the definition of a “breach” of unsecured PHI. The new definition presumes there
is a breach, and generally requires notification, unless a risk assessment demonstrates a low probability
that PHI has been “compromised.” The risk assessment must consider at least the following factors:


The nature of the PHI



The unauthorized person who received the disclosure



Whether the PHI was actually acquired or viewed, and



The extent to which the risk has been mitigated.

HHS notes that the prior standard (which focused on harm to the individual) was too subjective,
fostering inconsistent interpretations. HHS estimates that 19,000 covered entities (mostly providers)
annually will incur breach notification costs under the new Final Rule, for a total cost of $14.5 million per
year, and that 6.71 million patients annually will be affected by these breaches. This estimate is based
on breach notifications received by HHS during calendar years 2010 and 2011. Recent industry statistics,
however, suggest that breaches of PHI are on the rise, and that far more covered entities may be
affected by the final Breach Notification Rule than HHS has estimated.

Increased Civil Penalties
The Final Rule implements increased penalty amounts under the HITECH Act and extends potential
liability to business associates that violate an applicable HIPAA provision. Further, both group health
plans and their business associates may be liable for civil penalties if their “agents” violate the HIPAA
rules. The categories of culpability and penalties include:
Violation Category
Did Not Know
Reasonable Cause
Willful Neglect (Corrected)
Willful Neglect (Not Corrected)

Penalty for Each Violation
$100-$50,000
$1,000-$50,000
$10,000-$50,000
$50,000

Max. for All Violations of Identical
Provision in Calendar Year
$1,500,000
$1,500,000
$1,500,000
$1,500,000

The Final Rule makes several changes that will result in more aggressive enforcement and severe
penalties. The HHS must initiate an investigation if preliminary review indicates a possible violation due
to willful neglect and the HHS no longer has to attempt to resolve violations by informal means.
The Final Rule makes group health plans liable for business associates (and their subcontractors) who
are the group health plan’s agents under federal agency law. HHS notes that the factors to consider in
determining whether an agency relationship exists are:


The time, place, and purpose of a business associate’s conduct;



Whether a business associate engaged in a course of conduct subject to the control of the group
health plan (or other business associate in a subcontractor relationship);



Whether a business associate’s conduct is commonly done by a business associate to accomplish
the service performed on behalf of a group health plan (or other business associate); and,



Whether or not the group health plan (or other business associate) reasonably expected that a
business associate would engage in the conduct in question.

Action Plan
Generally, group health plans, business associates, and subcontractors (as applicable) should take the
steps outlined below to comply with the changes contained in the Final Rule.
Group Health Plans
1. Review and revise HIPAA policies and procedures as necessary to comply with the Final Rule,
placing particular emphasis on the changes to the rules relating to “research,” “fundraising,”
“marketing,” and the “sale” of PHI.
2. Review and revise policies and procedures relating to breaches of unsecured PHI.
3. Review and revise NOPP and plan for the distribution of its revised NOPP.
4. Review and revise BAA templates to comply with the Final Rule.
5. Inventory existing BAAs, use the revised BAA templates for any new relationships entered
between now and September 23, 2013, and implement a process to amend BAAs in effect as of
January 25, 2013 by September 23, 2014.
6. Update HIPAA authorizations and other forms as necessary to comply with the Final Rule.
7. Modify HIPAA training programs to include the changes made by the Final Rule and begin
training its workforce with respect to these changes.

Business Associates
1. Develop and/or update HIPAA privacy and security policies and procedures, including policies
and procedures relating to breaches of unsecured PHI.
2. Conduct a security risk assessment.
3. Review and revise BAA templates to comply with the Final Rule.
4. Inventory existing BAAs entered with group health plans, use the revised BAA templates for any
new relationships with group health plans entered between now and September 23, 2013, and
implement a process to amend BAAs in effect as of January 25, 2013 by September 23, 2014.
5. Inventory existing relationships with subcontractors, inventory and review existing
subcontractor BAAs, develop and/or revise subcontractor BAA templates to comply with the
Final Rule and use the BAA templates for any new subcontractor relationships entered between
now and September 23, 2013, and implement a process to amend subcontractor BAAs in effect
as of January 25, 2013 by September 23, 2014.
6. Develop and/or update HIPAA training programs to address the business associate’s HIPAA
compliance program and related policies and procedures.
Subcontractors
Subcontractors are now directly liable for certain HIPAA violations. Entities or individuals that may be
considered a subcontractor under HIPAA should:
1. Review the definition of “subcontractor” to determine if you qualify as a subcontractor.
2. Develop and/or update HIPAA privacy and security policies and procedures, including policies
and procedures relating to Unsecured PHI Breaches.
3. Conduct a security risk assessment.
4. Review and revise BAA templates to comply with the Final Rule.
5. Inventory existing relationships with business associates and subcontractors, inventory and
review existing business associate and/or subcontractor BAAs, develop and/or revise business
associate and/or subcontractor BAA templates to comply with the Final Rule, use the BAA
templates for any new business associate and/or subcontractor relationships entered between
now and September 23, 2013, and implement a process to amend subcontractor BAAs in effect
as of January 25, 2013 by September 23, 2014.
6. Develop and/or update HIPAA training programs to address the subcontractor’s HIPAA
compliance program and related policies and procedures.
HHS calls the HIPAA Final Rule the “most sweeping changes” to the Privacy and Security Rules since they
were first implemented. We will continue to apprise you of any new developments in this area.
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